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Aptitude Test (20 x1 =20 Marks)

3.1

3.2

3.3

3.4

Verbal reasoning :

Series, analogy, classification, coding-decoding, insert the missing character,
direction and distance sense test, ranking order, assertion and reason, statement and
conclusion

Non-verbal reasoning:

Series, analogy, classification, matrices, figure formation and analysis, dot
situation, water images, mirror images, embedded figures.

Quantitative aptitude:

Arithmetical reasoning/operation, percentage, fraction, ratio, average, profit & loss,
time and work

General mental ability, logical reasoning and analytical ability, data interpretation
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Computer Networks

11
1.2

1.3

1.4

1.5

1.6

1.7

Definitions, Importance, Applications

Network Topologies, Client/Server and Peer-to-Peer, OSI and TCP/IP Reference
Model

Physical and Data Link Layer: Wired/Wireless communications media,
Framing/Flow/Error control, error detection and correction (CRC, Hamming),
multiple access protocols, 802.3 Ethernet, CSMS/CD, Token Bus, Token Ring,
Hubs, Bridges, and Switches, Wireless LANs, PPP (Point to Point Protocol),
datagram and virtual circuits switching

Network Layer: services, Routing Fundamentals - Unicast Routing (RIP, OSPF),
Multicast routing, IPv4 and IPv6 addressing types/classifications and header
structure, ICMPv4/v6 (Internet Control Message Protocol), Traffic shaping and
congestion control: leaky bucket and token bucket

Transport Layer: principles, multiplexing and demultiplexing, Port addressing,
TCP/UDP header structure, TCP congestion control, Socket programming
fundamentals

Upper Layers: Cryptography and network security: Firewall, DMZ, IPS/IDS,
Vulnerabilities and thread detection and prevention. Web/Mail/FTP/DNS/Cache
server fundamentals

Latest networking concept: Software Defined Networking, 5/6th generation
networking (5/6G), Latest network migration, IP interconnection, tired ISP network.
Data center networking, distributed and cloud computing/federated networking

Structured and Object-Oriented Programming

2.1

2.2
2.3
2.4
2.5
2.6
2.7

Overview of programming paradigms, Differences between structured and object-
oriented programming

Basic syntax and structure of a program, Variables, data types, and operators
Control and looping constructs

Pointers and dynamic memory allocation (C/C++)

Basic OOP concepts: Classes and Objects

Encapsulation, Inheritance, Polymorphism, Abstraction, Exception handling
SOLID principles of OOP, Code reuse and maintainability, Design patterns
(Singleton, Factory, MVC, etc.)

Artificial Intelligence and Machine Learning

3.1
3.2
3.3
3.4
3.5

3.6

3.7

3.8

Definition and history of Al

Al vs. Machine Learning vs. Deep Learning

Supervised and Unsupervised Learning, Reinforcement Learning Basics

Neural Networks and Deep Learning Introduction

Uninformed (Blind) Search (BFS, DFS), Informed (Heuristic) Search (Greedy
Best-First Search, A*, Hill Climbing and Simulated Annealing

Propositional and First-Order Logic, Ontologies and Semantic Networks, Expert
System

Natural Language Processing - Text Processing and Tokenization, Named Entity
Recognition (NER), Sentiment Analysis and Chatbots

Computer Vision: Object Detection and Recognition, Convolutional Neural
Networks (CNNs)
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3.9 Alin Autonomous Systems, Robot Perception and Decision Making

3.10 Ethical Considerations in Al Development, Al Safety and Explainability

Data Structures

4.1  General concepts: Abstract data type, Time and space analysis of algorithms,
Bio Oh and theta notations, Average, best- and worst-case analysis

4.2  Linear data structures, Stack, Queues and Linked List, Hashing

4.3  Searching and Sorting Algorithms.

4.4  Trees: General and binary trees, Representations and traversals, Binary search
trees, balancing trees, AVL trees

45 Algorithm design techniques: Greedy methods, Priority queue search,
Exhaustive search, Divide and conquer, Dynamic programming, Recursion

4.6  Graphs and diagraphs

Computer Architecture and Organization

5.1 Basic Structures: sequential circuits, design procedure, state table and state
diagram, Von Neumann / Harvard architecture, Pipelining and instruction-level
parallelism

5.2 Instruction cycle and execution, Hardwired vs. Microprogrammed control, RISC
vs. CISC architectures

5.3  Addressing Methods and Programs, representation of data, arithmetic operations,
basic operational concepts, bus structures, instruction cycle and excitation cycle

5.4  Processing Unit: instruction formats, arithmetic and logical instruction

5.5 Addressing modes: 8085/8086

5.6  Input Output Organization: 1/O programming, memory mapped 1/O, basic interrupt

handling mechanisms, DMA

Digital Logic and Design

6.1
6.2

6.3

6.4
6.5
6.6
6.7

Boolean algebra and Logic Gates, Basic and Universal Gates

Combinational Logic  Circuits:  Adders,  Subtractor,  Multiplexer,
Encoders/Decoders

Sequential Logic: Flip-Flops (SR, D, JK, T), Counters (Asynchronous &
Synchronous)

Design of Synchronous Sequential Circuits, Asynchronous Circuit Design
Programmable Logic Devices (PLD, FPGA, CPLD)

Counters and Registers

IC logic families

Database Management System

7.1

7.2

7.3

7.4

7.5

Introduction: Types of Databases (Hierarchical, Network, Relational, NoSQL),
SQL Basics (DDL, DML, DCL, TCL), Functional dependency and relational
database design, File structure

Keys (Primary Key, Foreign Key, Candidate Key, Super Key), Integrity
Constraints (Entity Integrity, Referential Integrity)

Functional Dependencies, Normal Forms (1NF, 2NF, 3NF, BCNF)
Transaction Management and Concurrency Control: ACID Properties
(Atomicity, Consistency, Isolation, Durability), Concurrent execution of the
user programs, transactions, Concurrency control techniques

Backup and Crash Recovery: Types of failure, Recovery techniques, Log-Based
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7.7
7.8
7.9
7.10
8.1
8.2
8.3
8.4
8.5

8.6

8.7

8.8
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Recovery and Shadow Paging

Query Processing and Optimization

Indexing: Hash based indexing; Tree based indexing

Distributed Database Systems and Object-oriented database system

Data Mining and Data Warehousing, Geodatabase

Big Data Computing, Cloud Databases and Database-as-a-Service (DBaaS)

Operating System

Definition and Functions of an Operating System, Types of Operating Systems
(Batch, Time-Sharing, Distributed, Real-Time, Embedded)

Process and Threads: Symmetric Multiprocessing, Micro-kernels,
Concurrency, Mutual Exclusion and Synchronization, Deadlock

Process Scheduling (Long-Term, Short-Term, and Medium-Term Scheduling),
Context Switching, CPU Scheduling: FCFS, Shortest Job Next (SJN/SJF), Round
Robin (RR), Priority Scheduling

Semaphores and Mutexes, Deadlock conditions and preventions

Memory Management, Paging and Segmentation, Page Replacement Algorithms
(FIFO, LRU, Optimal)

Input Output and Files: 1/0 devices and its organization, Principles of 1/0
software and hardware, Disks, Files and directories organization, File System
Implementation

Distributed Systems: Distributed Message passing, RPC, Client/Server
Computing, Clusters,

Distributed OS: ONOS, Containerization (Docker, Kubernetes)

9. Theory of Computation

9.1
9.2
9.3
9.4
9.5
9.6
9.7
9.8

BNF, Languages, Grammars

DFA and NDFA, regular expressions, regular grammars

Closure, homomorphism

Pigeonhole principle, pumping lemma

CFGs, Parsing and ambiguity, Pushdown automata, NPDAs & CFGs
Recursively enumerable languages, Unrestricted grammars

The Chomsky hierarchy, Undecidable problems, Church's Thesis
Complexity Theory, P and NP hard problem

10. Computer Graphics

10.1
10.2
10.3
10.4
10.5

10.6

10.7

Graphics Concepts, Types of Computer Graphics (Raster vs. Vector)

Input devices and techniques

Basic raster graphics algorithms and primitives

Scan conversion, Graphics hardware

2D geometrical transformations and viewing, Translation, Rotation, Scaling,
Shearing, and Reflection, Window-to-Viewport Transformation

3D geometry and viewing, 3D Transformations (Translation, Rotation, Scaling),
Projections (Orthographic and Perspective)

Hidden Surface Removal Algorithms (Z-Buffer, Painter’s Algorithm), Shading
Models (Flat, Gouraud, Phong)

11. Basic Electrical & Electronics
11.1 Electrical
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11.1.1 Basic Circuit Theory

11.1.2 AC circuit Fundamentals

11.1.3 Magnetic circuits and Transformers

11.1.4 Transient Analysis, Filters

Electronics

11.2.1 Semiconductors, Diodes and Diode Circuits, Transistors

11.2.2 Transistor modeling

11.2.3 Biasing and Amplification

11.2.4 Small Signal amplifiers and frequency response

11.2.5 Large signal amplifiers, feedback amplifiers and oscillators

11.2.6 Operational amplifiers

Principles of Electronics Communications

11.3.1 Block Diagram of analog/digital communication system

11.3.2 Analog and Digital modulation techniques

11.3.3 Fundamentals of Error Detection and Correction

11.3.4 Performance evaluation of analog and digital communication systems:
SNR and BER

Software Engineering Principles (System analysis and design)

121
12.2

12.3
12.4

12,5

12.6

12.7
12.8

Software process: The software lifecycle models, risk-driven approaches

Software Project management: Relationship to lifecycle, project planning, project
control, project organization, risk management, cost models, configuration
management, version control, quality assurance, metrics

Modeling: Context diagram, data flow diagram, UML modeling

Software requirements: Requirements analysis, requirements solicitation, analysis
tools, requirements definition, requirements specification, static and dynamic
specifications, requirements review.

Software design: Design for reuse, design for change, design notations, design
evaluation and validation

Implementation: Programming standards and procedures, modularity, data
abstraction, static analysis, unit testing, integration testing, regression testing, tools
for testing, fault tolerance

Maintenance: problem and nature of maintenance, planning for maintenance
Software Engineering issues: Formal methods, tools and environments for software
engineering, role of programming paradigm, process maturity and Improvement,
ISO standards, SEI- CMM, CASE tools.
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Computer Networks

11
1.2

1.3

14

1.5

1.6

1.7

Definitions, Importance, Applications

Network Topologies, Client/Server and Peer-to-Peer, OSI and TCP/IP Reference
Model

Physical and Data Link Layer: Wired/Wireless communications media,
Framing/Flow/Error control, error detection and correction (CRC, Hamming),
multiple access protocols, 802.3 Ethernet, CSMS/CD, Token Bus, Token Ring,
Hubs, Bridges, and Switches, Wireless LANs, PPP (Point to Point Protocol),
datagram and virtual circuits switching

Network Layer: services, Routing Fundamentals - Unicast Routing (RIP, OSPF),
Multicast routing, IPv4 and IPv6 addressing types/classifications and header
structure, ICMPv4/v6 (Internet Control Message Protocol), Traffic shaping and
congestion control: leaky bucket and token bucket

Transport Layer: principles, multiplexing and demultiplexing, Port addressing,
TCP/UDP header structure, TCP congestion control, Socket programming
fundamentals

Upper Layers: Cryptography and network security: Firewall, DMZ, IPS/IDS,
Vulnerabilities and thread detection and prevention. Web/Mail/FTP/DNS/Cache
server fundamentals

Latest networking concept: Software Defined Networking, 5/6th generation
networking (5/6G), Latest network migration, IP interconnection, tired ISP network.
Data center networking, distributed and cloud computing/federated networking

Structured and Object-Oriented Programming

2.1

2.2
2.3
2.4
2.5
2.6
2.7

Overview of programming paradigms, Differences between structured and object-
oriented programming

Basic syntax and structure of a program, Variables, data types, and operators
Control and looping constructs

Pointers and dynamic memory allocation (C/C++)

Basic OOP concepts: Classes and Objects

Encapsulation, Inheritance, Polymorphism, Abstraction, Exception handling
SOLID principles of OOP, Code reuse and maintainability, Design patterns
(Singleton, Factory, MVC, etc.)

Artificial Intelligence and Machine Learning

3.1
3.2
3.3
3.4
3.5

3.6

3.7

3.8

Definition and history of Al

Al vs. Machine Learning vs. Deep Learning

Supervised and Unsupervised Learning, Reinforcement Learning Basics

Neural Networks and Deep Learning Introduction

Uninformed (Blind) Search (BFS, DFS), Informed (Heuristic) Search (Greedy
Best-First Search, A*, Hill Climbing and Simulated Annealing

Propositional and First-Order Logic, Ontologies and Semantic Networks, Expert
System

Natural Language Processing - Text Processing and Tokenization, Named Entity
Recognition (NER), Sentiment Analysis and Chatbots

Computer Vision: Object Detection and Recognition, Convolutional Neural
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Networks (CNNs)
Al in Autonomous Systems, Robot Perception and Decision Making

3.10 Ethical Considerations in Al Development, Al Safety and Explainability

Data Structures

4.1
4.2
4.3
4.4
4.5

4.6

General concepts: Abstract data type, Time and space analysis of algorithms,
Bio Oh and theta notations, Average, best- and worst-case analysis

Linear data structures, Stack, Queues and Linked List, Hashing

Searching and Sorting Algorithms.

Trees: General and binary trees, Representations and traversals, Binary search
trees, balancing trees, AVL trees

Algorithm design techniques: Greedy methods, Priority queue search,
Exhaustive search, Divide and conquer, Dynamic programming, Recursion
Graphs and diagraphs

Computer Architecture and Organization

5.1

5.2
5.3
5.4

5.5
5.6

Basic Structures: sequential circuits, design procedure, state table and state
diagram, Von Neumann / Harvard architecture, Pipelining and instruction-level
parallelism

Instruction cycle and execution, Hardwired vs. Microprogrammed control, RISC
vs. CISC architectures

Addressing Methods and Programs, representation of data, arithmetic operations,
basic operational concepts, bus structures, instruction cycle and excitation cycle
Processing Unit: instruction formats, arithmetic and logical instruction

Addressing modes: 8085/8086

Input Output Organization: I/O programming, memory mapped I/O, basic interrupt
handling mechanisms, DMA

Digital Logic and Design

6.1
6.2

6.3

6.4
6.5
6.6
6.7

Boolean algebra and Logic Gates, Basic and Universal Gates

Combinational Logic  Circuits:  Adders, Subtractor, Multiplexer,
Encoders/Decoders

Sequential Logic: Flip-Flops (SR, D, JK, T), Counters (Asynchronous &
Synchronous)

Design of Synchronous Sequential Circuits, Asynchronous Circuit Design
Programmable Logic Devices (PLD, FPGA, CPLD)

Counters and Registers

IC logic families

grg (F): X0 g

Database Management System

7.1

7.2

7.3
7.4

Introduction: Types of Databases (Hierarchical, Network, Relational, NoSQL),
SQL Basics (DDL, DML, DCL, TCL), Functional dependency and relational
database design, File structure

Keys (Primary Key, Foreign Key, Candidate Key, Super Key), Integrity
Constraints (Entity Integrity, Referential Integrity)

Functional Dependencies, Normal Forms (1NF, 2NF, 3NF, BCNF)
Transaction Management and Concurrency Control: ACID Properties
(Atomicity, Consistency, Isolation, Durability), Concurrent execution of the
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user programs, transactions, Concurrency control techniques

7.5 Backup and Crash Recovery: Types of failure, Recovery techniques, Log-Based
Recovery and Shadow Paging

7.6 Query Processing and Optimization

7.7 Indexing: Hash based indexing; Tree based indexing

7.8 Distributed Database Systems and Object-oriented database system

7.9 Data Mining and Data Warehousing, Geodatabase

7.10 Big Data Computing, Cloud Databases and Database-as-a-Service (DBaaS)

Operating System

8.1  Definition and Functions of an Operating System, Types of Operating Systems
(Batch, Time-Sharing, Distributed, Real-Time, Embedded)

8.2 Process and Threads: Symmetric Multiprocessing, Micro-kernels,
Concurrency, Mutual Exclusion and Synchronization, Deadlock

8.3  Process Scheduling (Long-Term, Short-Term, and Medium-Term Scheduling),
Context Switching, CPU Scheduling: FCFS, Shortest Job Next (SJN/SJF), Round
Robin (RR), Priority Scheduling

8.4  Semaphores and Mutexes, Deadlock conditions and preventions

8.5 Memory Management, Paging and Segmentation, Page Replacement Algorithms
(FIFO, LRU, Optimal)

8.6  Input Output and Files: 1/0 devices and its organization, Principles of 1/0
software and hardware, Disks, Files and directories organization, File System
Implementation

8.7 Distributed Systems: Distributed Message passing, RPC, Client/Server
Computing, Clusters,

8.8  Distributed OS: ONOS, Containerization (Docker, Kubernetes)

Theory of Computation

9.1 BNF, Languages, Grammars

9.2 DFA and NDFA, regular expressions, regular grammars

9.3 Closure, homomorphism

9.4  Pigeonhole principle, pumping lemma

9.5 CFGs, Parsing and ambiguity, Pushdown automata, NPDAs & CFGs

9.6  Recursively enumerable languages, Unrestricted grammars

9.7  The Chomsky hierarchy, Undecidable problems, Church's Thesis

9.8 Complexity Theory, P and NP hard problem

Computer Graphics

10.1 Graphics Concepts, Types of Computer Graphics (Raster vs. Vector)

10.2 Input devices and techniques

10.3 Basic raster graphics algorithms and primitives

10.4 Scan conversion, Graphics hardware

10.5

10.6

10.7

2D geometrical transformations and viewing, Translation, Rotation, Scaling,
Shearing, and Reflection, Window-to-Viewport Transformation

3D geometry and viewing, 3D Transformations (Translation, Rotation, Scaling),
Projections (Orthographic and Perspective)

Hidden Surface Removal Algorithms (Z-Buffer, Painter’s Algorithm), Shading
Models (Flat, Gouraud, Phong)
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11. Basic Electrical & Electronics

12.

111

11.2

11.3

Electrical

11.1.1 Basic Circuit Theory

11.1.2 AC circuit Fundamentals

11.1.3 Magnetic circuits and Transformers

11.1.4 Transient Analysis, Filters

Electronics

11.2.1 Semiconductors, Diodes and Diode Circuits, Transistors

11.2.2 Transistor modeling

11.2.3 Biasing and Amplification

11.2.4 Small Signal amplifiers and frequency response

11.2.5 Large signal amplifiers, feedback amplifiers and oscillators

11.2.6 Operational amplifiers

Principles of Electronics Communications

11.3.1 Block Diagram of analog/digital communication system

11.3.2 Analog and Digital modulation techniques

11.3.3 Fundamentals of Error Detection and Correction

11.3.4 Performance evaluation of analog and digital communication systems:
SNR and BER

Software Engineering Principles (System analysis and design)

121
12.2

12.3
12.4

12.5

12.6

12.7
12.8

Software process: The software lifecycle models, risk-driven approaches

Software Project management: Relationship to lifecycle, project planning, project
control, project organization, risk management, cost models, configuration
management, version control, quality assurance, metrics

Modeling: Context diagram, data flow diagram, UML modeling

Software requirements: Requirements analysis, requirements solicitation, analysis
tools, requirements definition, requirements specification, static and dynamic
specifications, requirements review.

Software design: Design for reuse, design for change, design notations, design
evaluation and validation

Implementation: Programming standards and procedures, modularity, data
abstraction, static analysis, unit testing, integration testing, regression testing, tools
for testing, fault tolerance

Maintenance: problem and nature of maintenance, planning for maintenance
Software Engineering issues: Formal methods, tools and environments for software
engineering, role of programming paradigm, process maturity and Improvement,
ISO standards, SEI- CMM, CASE tools.
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